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Guarding Against Employee
Theft And Embezzlement

Three-step approach to protecting your firm and client funds

By STEPHEN PEDNEAULT

mployee fraud and embezzlement have

the greatest impact on the partners of
law practices, especially smaller firms. Be-
yond the loss of funds often requiring part-
ners to contribute personally to make cli-
ent accounts whole, thefts involving client
funds often result in the firm answering to
the Statewide Grievance Committee.

The number of embezzlements within
Connecticut law firms in just the last two
years has been staggering, as has been the
amount of funds involved. Taking into ac-
count the current declining state of the econ-
omy, it is safe to say there are employees steal-
ing (or should I say “borrowing”) as I write
this article. The questions are how do you
identify who is stealing, how long they have
been stealing, how much they have taken, and
whether client related funds or the firm’s IOL-
TA accounts are involved in the scheme.

Risk Assessment

A good place to start is to identify all
the financial areas within the firm where
employees have access to funds, any funds,
also known as “opportunity” Beyond the
firm’s operating cycles, which include bill-
ing and collections, cash disbursements
and payroll, many practices administer cli-
ent estates and trusts, manage client funds,
facilitate real estate closings through cli-

ent fund accounts and act as escrow agents
for client matters. Firm employees often
perform the bookkeeping and accounting
functions, creating opportunities for em-
ployee theft in these areas.

No financial areas are free from risk for
employee theft. For example, embezzling
employees have long determined that client
checks made payable to the firm can be di-
verted and converted for personal use by sim-
ply depositing the stolen checks into their per-
sonal bank accounts via an ATM machine.

Another scheme that has been surfacing
involves funding instructions for real estate
closings. With a simple change to funding
instructions, the closing proceeds can be
forwarded to an employee’s personal bank
account. As long as the perpetrator is the
same person who reconciles the closing ac-
count and a sufficient volume of closings
continue, the “float” in the account should
cover the theft (for a while).

Employee theft involving client trust ac-
counts is amongst my top three schemes
investigated in recent years. Employees re-
sponsible for trust activity and maintaining
the bookkeeping use client trust funds for
personal use. Often there is no segregation
of duties and the same individuals conceal
their thefts within the accountings and rec-
onciliations they provide.

Similar thefts have surfaced atan increas-
ing rate involving client fund and IOLTA
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accounts. Firms often rely on the same em-
ployees to facilitate transactions, record ac-
tivity and reconcile these accounts. Funds
are diverted and concealed by the employ-
ee. All too frequently the theft goes unde-
tected and is only identified after a check is
returned by the bank for insufficient funds
in an account that should never have insuf-
ficient funds, triggering an automatic refer-
ral to a grievance committee.

What Can You Do?

A three-step approach is recommended
for any organization with employees. The
three steps form the corners of the fraud
risk triangle.

Preventive Controls
Safeguarding measures, also known as
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internal controls, need to be implemented
by every firm, regardless of size, within each
identified financial area to prevent thefts
from occurring. Limiting check-signing to
partners, requiring supporting invoices and
documentation to accompany every check
to be signed, and hand-signing (versus sig-
nature stamps) all checks are great controls
to implement.

Bank lock box services can ensure all
firm payments received are properly depos-
ited every day, providing same-day avail-
ability to funds and removing access to cli-
ent payments from employees. Employees
receive and record payments from copies
provided by the bank. Bank desktop depos-
iting could also allow partners to receive
the mail, complete the daily deposits with-
out leaving their desk, and then provide the
payments to employees for posting, ensur-
ing all payments received are properly de-
posited.

Most payroll systems allow for pre-pay-
roll reports prior to actually processing
payroll. An independent review of the pre-
payroll report could identify a potential
issue prior to processing. The same report
could also be compared to the actual pay-
roll reports once received from the payroll
provider to ensure no changes were made.

Detection Measures

Proactive preventive controls will not
provide adequate protection against many
employee fraud schemes. The second line of
defense to minimize the firm’s loss and ex-
posure involves the firm implementing de-
tection measures for each identified finan-
cial risk area. The goal is to detect employee
thefts as early as possible.

First and foremost, every bank statement
should be mailed directly to a partner, ide-
ally the partner who is the primary check
signer on the account. The bank statement

should be received unopened. The partner
should review the statement and check im-
ages (if received) for reasonableness. This
applies to every type of account. Many em-
ployee frauds should be identified in the
first month using this measure.

The firm’s payroll should be handled in a
similar fashion - received by a partner from
the payroll vendor, reviewed for reason-
ableness and then forwarded for processing
and distribution.

If the firm accepts credit card payments
from clients, use the same process again for
the monthly merchant statement. Look for
credits processed to employee cards, reduc-
ing their outstanding balance on their ac-
count.

Account reconciliations need to be per-
formed monthly in a complete, accurate
and timely fashion for every bank account.
Ideally, reconciliations should be performed
by someone other than the employee whose
primarily responsibilities involve the ac-
count activity. Completed bank reconcilia-
tions need to be reviewed by a partner.

This is especially important for all client
funds and IOLTA accounts in light of the
random audits being performed by the au-
ditors for the grievance committee.

Daily reconciliations should be imple-
mented over client payments to ensure all
payments received are reconciled to the de-
posit and also to the payments posted to the
firm’s accounts receivable system.

The best way to approach what mea-
sures to implement is to look at each fi-
nancial area in the firm and identify how
employee thefts could occur within each
area. Next, identify practical measures
that can be implemented to detect po-
tential issues. Random reviews of activity
and account reconciliations provide both
a deterrent effect, as well as, a measure
for detection.

Employee Dishonesty Insurance

Insurance coverage typically allows a firm
to recover a loss resulting from an employee
theft. Even with expertly designed preventive
controls and detection measures in place, em-
ployee theft and embezzlement remains a risk.
Dishonest people seem to have an unlimited
capacity for creativity when it comes to “beat-
ing the system” Often, when a substantial
amount of money is stolen and identified late
in the scheme, the funds are unrecoverable
except through an insurance policy.

Firms should estimate the minimum
amount of insurance coverage needed to
ensure the financial health of the practice,
keeping in mind that $100,000 is usually
the recommended minimum for any size
firm. Coverage typically covers losses only
after the date of insurance.

Talk To Your Clients

There is no industry or any size or type
of organization immune from this threat.
When combined with outsider fraud, such
as counterfeit checks and vendor kickbacks,
losses attributable to fraud and abuse can
exceed 8 percent of annual revenues.

Virtually every business collects pay-
ments, processes credit cards, writes checks
and pays employees. Those four areas com-
pose a vast source of opportunity for em-
ployees to divert funds from their employ-
ers. While it may not be feasible to elimi-
nate risk in any one of these areas, employ-
ers can institute several critical controls to
minimize their risk.

The lesson for every employer when it
comes to employee fraud and embezzle-
ment is to avoid complacency. Maintain
constant vigilance and never simply trust
that employees are trustworthy and ethi-
cal. To quote the late Ronald Reagan, “trust
with verification” is the best policy. |



